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 As a condition of receiving or retaining a security clearance with the National Security Agency, you are required to 
adhere to various personnel security policies.  These policies are in effect to protect NSA affiliates from being targets of 
espionage and other hostile activities carried out by or on behalf of foreign intelligence entities.  Three of these policies, the 
violation of which may result in the denial or loss of your security clearance, are described below. 
 

IMPROPER USE OF DRUGS 
 

 The improper use of drugs by NSA affiliates (e.g., NSA employees, military assignees or representatives, 
contractors, consultants, and experts) and applicants is strictly prohibited.  Improper use includes the illegal use of controlled 
substances as well as the use, transfer, possession, sale or purchase of any drug for purposes other than their intended 
medical use.  This policy may be reinforced through drug testing in accordance with Agency regulations. 
 

ASSOCIATION WITH FOREIGN NATIONALS 
 

 NSA affiliates and applicants must exercise common sense, good judgement, and discretion in their associations 
with non-U.S. citizens. 
 
 Casual associations for foreign nationals are generally acceptable.  Such associations must not, however, develop 
into “close and continuing” relationships; e.g., those characterized by ties of kinship, obligation (including financial), affection, 
or other capacities to influence.  Such relationships are not compatible with the security of NSA’s sensitive mission.  Affiliates 
who find themselves involved in such a relationship must immediately seek guidance from a security officer. 
 
 Affiliates and applicants are also responsible for recognizing and subsequently reporting any activity which may be 
assessed as suspicious, provocative, or compromising. 
 

FOREIGN TRAVEL 
 

 Affiliates are required to submit foreign travel requests in advance for an approval decision by the Office of Security.  
Such determinations will be based on the particulars of each specific case, taking into consideration the most recent 
counterintelligence and threat data available to NSA at the time of the proposed travel.  NSA may suspend and/or revoke 
the security clearance of any NSA affiliate who undertakes foreign travel without following proper procedures for requesting 
approval of the travel or who travels after his or her request is denied. 
 
 
 
Failure to observe the policies summarized above may constitute grounds for disqualification from initial or continued access 
to NSA information and facilities.  Your signature below indicates your understanding and willingness to comply with these 
policies. 
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