NORTHROP
GRUMMAN

FOR INFORMATION PURPOSES ONLY. NO ACTION REQUIRED.

In accordance with paragraph 3-108, Debriefings, in the NISPOM; you are required to receive a
debriefing. The debrief serves as a reminder of your continuing security obligations; as follows:

I have returned all classified information which had been in my possession, custody, or
control during my assignment.

| shall not hereafter in any manner reveal or divulge to any person or organization any
classified defense information to which I have gained knowledge during my assignment
except as may be hereafter authorized by officials of the US Government empowered to
grant such authority.

I shall promptly report to the Federal Bureau of Investigation, or the appropriate DoD
component concerned, any incident where an attempt is made by an unauthorized person
to solicit classified defense information from or through me.

| have read and/or am familiar with the penal provisions of the Espionage Laws, Title 18,
(found by searching:18 USC Ch. 37: ESPIONAGE AND CENSORSHIP (house.gov)),
Section 793, 794, and 798, and other federal criminal laws and executive order applicable
to the safeguarding of classified information. | understand that one who unlawfully
divulges information affecting the national defense is subject to severe criminal penalties
and that the making of a false statement herein may be punished as a felony under Title
18, USC, Section 1001.

You are also under obligation to continue to protect Northrop Grumman Proprietary information.
You agree that you will not reveal information, which includes:

Information that provides a competitive edge, describes business aspects not generally
known outside the company, or indicates operational direction not generally known
outside the company.

Information that describes or has impact on major portion of business or strategic plans,
reveals detailed, long-range strategies or critical business plans, or has significant impact
on technical/financial aspects of the business, a product, or a program.

I will not include such information in resumes, unclassified scientific, technical or
research papers.

I will contact Northrop Grumman to determine if information falls into these categories.

If you have not already done so, please return all issued badges to your local Northrop Grumman
facility.
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Executive Order 12958 (Sections 1.1 1.2 1.3 1.4(e)
Section 1.1 — Classification Standards
Section 1.2 — Classification Levels
Section 1.3 — Classification Authority
Section 1.4 — Classification Categories

United States Code — Title 5 — Government Organization And Employees
— Section 2302(b)(8) — Prohibited personnel practices —
— Section 7211 — Employees’ right to petition Congress

United States Code — Title 10 — Armed Forces
— Section 1034 — Protected communications; prohibition of retaliatory personnel
actions

United States Code — Title 18 — Crimes & Criminal Proceedings

— Section 641 — Public money, property or records

— Section 793 — Gathering, Transmitting, or Losing Defense Information

— Section 794 — Gathering or Delivering Defense Information to Aid a Foreign
Government

— Section 798 — Disclosure of Classified Material to Unauthorized Personnel

— Section 952 — Diplomatic codes and correspondence

— Section 1924 — Unauthorized removal and retention of classified documents or
material

United States Code — Title 50 — War & National Defense
— Section 783(b) — Offenses — Receipt of, or attempt to receive, by foreign agent or
member of Communist organization, classified information
— Section 797 — Violation of Security Regulations or Orders



EXECUTIVE ORDER 12958

Part 1 > Section 1.1. Classification Standards.

(@) Information may be originally classified under the terms of this order only if all of the
following conditions are met:
(1) an original classification authority is classifying the information;
(2) the information is owned by, produced by or for, or is under the control of the United
States Government;
(3) the information falls within one or more of the categories of information listed in
section 1.4 of this order; and
(4) the original classification authority determines that the unauthorized disclosure of the
information reasonably could be expected to result in damage to the national security,
which includes defense against transnational terrorism, and the original classification
authority is able to identify or describe the damage.

(b) Classified information shall not be declassified automatically as a result of any unauthorized
disclosure of identical or similar information.

(c) The unauthorized disclosure of foreign government information is presumed to cause damage
to the national security.

Part 1 > Section 1.2. Classification Levels

(a) Information may be classified at one of the following three levels:
(1) “Top Secret” shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause exceptionally grave damage to the national
security that the original classification authority is able to identify or describe.
(2) “Secret” shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause serious damage to the national security that the
original classification authority is able to identify or describe.
(3) “Confidential” shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause damage to the national security that the original
classification authority is able to identify or describe.

(b) Except as otherwise provided by statute, no other terms shall be used to identify United
States classified information.

Part 1 > Section 1.3. Classification Authority

(a) The authority to classify information originally may be exercised only by:
(2) the President and, in the performance of executive duties, the Vice President;
(2) agency heads and officials designated by the President in the Federal Register; and
(3) United States Government officials delegated this authority pursuant to paragraph (c)
of this section.



(b) Officials authorized to classify information at a specified level are also authorized to classify
information at a lower level.

(c) Delegation of original classification authority.
(1) Delegations of original classification authority shall be limited to the minimum
required to administer this order. Agency heads are responsible for ensuring that
designated subordinate officials have a demonstrable and continuing need to exercise this
authority.
(2) “Top Secret” original classification authority may be delegated only by the President;
in the performance of executive duties, the Vice President; or an agency head or official
designated pursuant to paragraph (a)(2) of this section.
(3) “Secret” or “Confidential” original classification authority may be delegated only by
the President; in the performance of executive duties, the Vice President; or an agency
head or official designated pursuant to paragraph (a)(2) of this section; or the senior
agency official described in section 5.4(d) of this order, provided that official has been
delegated “Top Secret” original classification authority by the agency head.
(4) Each delegation of original classification authority shall be in writing and the
authority shall not be redelegated except as provided in this order. Each delegation shall
identify the official by name or position title.

(d) Original classification authorities must receive training in original classification as provided
in this order and its implementing directives. Such training must include instruction on the
proper safeguarding of classified information and of the criminal, civil, and administrative
sanctions that may be brought against an individual who fails to protect classified information
from unauthorized disclosure.

(e) Exceptional cases. When an employee, government contractor, licensee, certificate holder, or
grantee of an agency who does not have original classification authority originates information
believed by that person to require classification, the information shall be protected in a manner
consistent with this order and its implementing directives. The information shall be transmitted
promptly as provided under this order or its implementing directives to the agency that has
appropriate subject matter interest and classification authority with respect to this information.
That agency shall decide within 30 days whether to classify this information. If it is not clear
which agency has classification responsibility for this information, it shall be sent to the Director
of the Information Security Oversight Office. The Director shall determine the agency having
primary subject matter interest and forward the information, with appropriate recommendations,
to that agency for a classification determination.

Part 1 > Section 1.4. Classification Categories

Information shall not be considered for classification unless it concerns:
(a) military plans, weapons systems, or operations;
(b) foreign government information;
(c) intelligence activities (including special activities), intelligence sources or methods, or

cryptology;



(d) foreign relations or foreign activities of the United States, including confidential
sources;

(e) scientific, technological, or economic matters relating to the national security, which
includes defense against transnational terrorism;

() United States Government programs for safeguarding nuclear materials or facilities;
(9) vulnerabilities or capabilities of systems, installations, infrastructures, projects, plans,
or protection services relating to the national security, which includes defense against
transnational terrorism; or

(h) weapons of mass destruction.



US CODE

TITLE 5> PART Il > Subpart A> CHAPTER 23 > § 2302. Prohibited personnel practices

(8) take or fail to take, or threaten to take or fail to take, a personnel action with respect to any
employee or applicant for employment because of—
(A) any disclosure of information by an employee or applicant which the employee or
applicant reasonably believes evidences—
(i) a violation of any law, rule, or regulation, or
(i) gross mismanagement, a gross waste of funds, an abuse of authority, or a
substantial and specific danger to public health or safety,
if such disclosure is not specifically prohibited by law and if such information is
not specifically required by Executive order to be kept secret in the interest of
national defense or the conduct of foreign affairs; or

(B) any disclosure to the Special Counsel, or to the Inspector General of an agency or
another employee designated by the head of the agency to receive such disclosures, of
information which the employee or applicant reasonably believes evidences—

(i) a violation of any law, rule, or regulation, or

(i) gross mismanagement, a gross waste of funds, an abuse of authority, or a

substantial and specific danger to public health or safety;

TITLE 5> PART Il > Subpart F > CHAPTER 72 > SUBCHAPTER Il > § 7211.
Employees’ right to petition Congress

The right of employees, individually or collectively, to petition Congress or a Member of
Congress, or to furnish information to either House of Congress, or to a committee or Member
thereof, may not be interfered with or denied.

TITLE 10 > Subtitle A> PART Il > CHAPTER 53 > § 1034. Protected communications;
prohibition of retaliatory personnel actions

(a) Restricting Communications With Members of Congress and Inspector General
Prohibited.—
(1) No person may restrict a member of the armed forces in communicating with a
Member of Congress or an Inspector General.
(2) Paragraph (1) does not apply to a communication that is unlawful.

(b) Prohibition of Retaliatory Personnel Actions.—
(1) No person may take (or threaten to take) an unfavorable personnel action, or withhold
(or threaten to withhold) a favorable personnel action, as a reprisal against a member of
the armed forces for making or preparing—
(A) a communication to a Member of Congress or an Inspector General that
(under subsection (a)) may not be restricted; or
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(B) a communication that is described in subsection (c)(2) and that is made (or
prepared to be made) to—
(i) a Member of Congress;
(i) an Inspector General (as defined in subsection (i)) or any other
Inspector General appointed under the Inspector General Act of 1978;
(iii) a member of a Department of Defense audit, inspection, investigation,
or law enforcement organization;
(iv) any person or organization in the chain of command; or
(v) any other person or organization designated pursuant to regulations or
other established administrative procedures for such communications.

(2) Any action prohibited by paragraph (1) (including the threat to take any unfavorable
action and the withholding or threat to withhold any favorable action) shall be considered
for the purposes of this section to be a personnel action prohibited by this subsection.

(c) Inspector General Investigation of Allegations of Prohibited Personnel Actions.—
(1) If a member of the armed forces submits to an Inspector General an allegation that a
personnel action prohibited by subsection (b) has been taken (or threatened) against the
member with respect to a communication described in paragraph (2), the Inspector
General shall take the action required under paragraph (3).
(2) A communication described in this paragraph is a communication in which a member
of the armed forces complains of, or discloses information that the member reasonably
believes constitutes evidence of, any of the following:

(3)

(A) A violation of law or regulation, including a law or regulation prohibiting
sexual harassment or unlawful discrimination.

(B) Gross mismanagement, a gross waste of funds, an abuse of authority, or a
substantial and specific danger to public health or safety.

(A) An Inspector General receiving an allegation as described in paragraph (1)
shall expeditiously determine, in accordance with regulations prescribed under
subsection (h), whether there is sufficient evidence to warrant an investigation of
the allegation.

(B) If the Inspector General receiving such an allegation is an Inspector General
within a military department, that Inspector General shall promptly notify the
Inspector General of the Department of Defense of the allegation. Such
notification shall be made in accordance with regulations prescribed under
subsection (h).

(C) If an allegation under paragraph (1) is submitted to an Inspector General
within a military department and if the determination of that Inspector General
under subparagraph (A) is that there is not sufficient evidence to warrant an
investigation of the allegation, that Inspector General shall forward the matter to
the Inspector General of the Department of Defense for review.

(D) Upon determining that an investigation of an allegation under paragraph (1) is
warranted, the Inspector General making the determination shall expeditiously
investigate the allegation. In the case of a determination made by the Inspector
General of the Department of Defense, that Inspector General may delegate



responsibility for the investigation to an appropriate Inspector General within a
military department.
(E) In the case of an investigation under subparagraph (D) within the Department
of Defense, the results of the investigation shall be determined by, or approved
by, the Inspector General of the Department of Defense (regardless of whether the
investigation itself is conducted by the Inspector General of the Department of
Defense or by an Inspector General within a military department).
(4) Neither an initial determination under paragraph (3)(A) nor an investigation under
paragraph (3)(D) is required in the case of an allegation made more than 60 days after the
date on which the member becomes aware of the personnel action that is the subject of
the allegation.
(5) The Inspector General of the Department of Defense, or the Inspector General of the
Department of Homeland Security (in the case of a member of the Coast Guard when the
Coast Guard is not operating as a service in the Navy), shall ensure that the Inspector
General conducting the investigation of an allegation under this subsection is outside the
immediate chain of command of both the member submitting the allegation and the
individual or individuals alleged to have taken the retaliatory action.

(d) Inspector General Investigation of Underlying Allegations.— Upon receiving an
allegation under subsection (c), the Inspector General receiving the allegation shall conduct a
separate investigation of the information that the member making the allegation believes
constitutes evidence of wrongdoing (as described in subparagraph (A) or (B) of subsection
(c)(2)) if there previously has not been such an investigation or if the Inspector General
determines that the original investigation was biased or otherwise inadequate. In the case of an
allegation received by the Inspector General of the Department of Defense, the Inspector General
may delegate that responsibility to the Inspector General of the armed force concerned.

(e) Reports on Investigations.—
(1) After completion of an investigation under subsection (c) or (d) or, in the case of an
investigation under subsection (c) by an Inspector General within a military department,
after approval of the report of that investigation under subsection (c)(3)(E), the Inspector
General conducting the investigation shall submit a report on the results of the
investigation to the Secretary of Defense (or to the Secretary of Homeland Security in the
case of a member of the Coast Guard when the Coast Guard is not operating as a service
in the Navy) and shall transmit a copy of the report on the results of the investigation to
the member of the armed forces who made the allegation investigated. The report shall be
transmitted to the Secretary, and the copy of the report shall be transmitted to the
member, not later than 30 days after the completion of the investigation or, in the case of
an investigation under subsection (c) by an Inspector General within a military
department, after approval of the report of that investigation under subsection (c)(3)(E).
(2) In the copy of the report transmitted to the member, the Inspector General shall ensure
the maximum disclosure of information possible, with the exception of information that
is not required to be disclosed under section 552 of title 5. However, the copy need not
include summaries of interviews conducted, nor any document acquired, during the
course of the investigation. Such items shall be transmitted to the member, if the member
requests the items, with the copy of the report or after the transmittal to the member of
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the copy of the report, regardless of whether the request for those items is made before or
after the copy of the report is transmitted to the member.
(3) If, in the course of an investigation of an allegation under this section, the Inspector
General determines that it is not possible to submit the report required by paragraph (1)
within 180 days after the date of receipt of the allegation being investigated, the Inspector
General shall provide to the Secretary of Defense (or to the Secretary of Homeland
Security in the case of a member of the Coast Guard when the Coast Guard is not
operating as a service in the Navy) and to the member making the allegation a notice—
(A) of that determination (including the reasons why the report may not be
submitted within that time); and
(B) of the time when the report will be submitted.
(4) The report on the results of the investigation shall contain a thorough review of the
facts and circumstances relevant to the allegation and the complaint or disclosure and
shall include documents acquired during the course of the investigation, including
summaries of interviews conducted. The report may include a recommendation as to the
disposition of the complaint.

(F) Correction of Records When Prohibited Action Taken.—
(1) A board for the correction of military records acting under section 1552 of this title, in
resolving an application for the correction of records made by a member or former
member of the armed forces who has alleged a personnel action prohibited by subsection
(b), on the request of the member or former member or otherwise, may review the matter.
(2) In resolving an application described in paragraph (1), a correction board—
(A) shall review the report of the Inspector General submitted under subsection
(e)(1);
(B) may request the Inspector General to gather further evidence; and
(C) may receive oral argument, examine and cross-examine witnesses, take
depositions, and, if appropriate, conduct an evidentiary hearing.
(3) If the board elects to hold an administrative hearing, the member or former member
who filed the application described in paragraph (1)—
(A) may be provided with representation by a judge advocate if—
(i) the Inspector General, in the report under subsection (e)(1), finds that
there is probable cause to believe that a personnel action prohibited by
subsection (b) has been taken (or threatened) against the member with
respect to a communication described in subsection (c)(2);
(i) the Judge Advocate General concerned determines that the case is
unusually complex or otherwise requires judge advocate assistance to
ensure proper presentation of the legal issues in the case; and
(iii) the member is not represented by outside counsel chosen by the
member; and
(B) may examine witnesses through deposition, serve interrogatories, and request
the production of evidence, including evidence contained in the investigatory
record of the Inspector General but not included in the report submitted under
subsection (e)(1).
(4) The Secretary concerned shall issue a final decision with respect to an application
described in paragraph (1) within 180 days after the application is filed. If the Secretary
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fails to issue such a final decision within that time, the member or former member shall
be deemed to have exhausted the member’s or former member’s administrative remedies
under section 1552 of this title.

(5) The Secretary concerned shall order such action, consistent with the limitations
contained in sections 1552 and 1553 of this title, as is necessary to correct the record of a
personnel action prohibited by subsection (b).

(6) If the Board determines that a personnel action prohibited by subsection (b) has
occurred, the Board may recommend to the Secretary concerned that the Secretary take
appropriate disciplinary action against the individual who committed such personnel
action.

(9) Review by Secretary of Defense.— Upon the completion of all administrative review under
subsection (f), the member or former member of the armed forces (except for a member or
former member of the Coast Guard when the Coast Guard is not operating as a service in the
Navy) who made the allegation referred to in subsection (c)(1), if not satisfied with the
disposition of the matter, may submit the matter to the Secretary of Defense. The Secretary shall
make a decision to reverse or uphold the decision of the Secretary of the military department
concerned in the matter within 90 days after receipt of such a submittal.

(h) Regulations.— The Secretary of Defense, and the Secretary of Homeland Security with
respect to the Coast Guard when it is not operating as a service in the Navy, shall prescribe
regulations to carry out this section.

(1) Definitions.— In this section:

(A) The term “Member of Congress” includes any Delegate or Resident

Commissioner to Congress.

(B) The term “Inspector General” means any of the following:
(i) The Inspector General of the Department of Defense.
(ii) The Inspector General of the Department of Homeland Security, in the
case of a member of the Coast Guard when the Coast Guard is not
operating as a service in the Navy.
(iii) Any officer of the armed forces or employee of the Department of
Defense who is assigned or detailed to serve as an Inspector General at
any level in the Department of Defense.

(C) The term “unlawful discrimination” means discrimination on the basis of

race, color, religion, sex, or national origin.

TITLE 18 > PART | > CHAPTER 31 > § 641. Public money, property or records

Whoever embezzles, steals, purloins, or knowingly converts to his use or the use of another, or
without authority, sells, conveys or disposes of any record, voucher, money, or thing of value of
the United States or of any department or agency thereof, or any property made or being made
under contract for the United States or any department or agency thereof; or

Whoever receives, conceals, or retains the same with intent to convert it to his use or gain,
knowing it to have been embezzled, stolen, purloined or converted—
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Shall be fined under this title or imprisoned not more than ten years, or both; but if the value of
such property in the aggregate, combining amounts from all the counts for which the defendant is
convicted in a single case, does not exceed the sum of $1,000, he shall be fined under this title or
imprisoned not more than one year, or both.

The word “value” means face, par, or market value, or cost price, either wholesale or retail,
whichever is greater.

TITLE 18 > PART | > CHAPTER 37 > § 793. Gathering, transmitting or losing defense
information

(a) Whoever, for the purpose of obtaining information respecting the national defense with intent
or reason to believe that the information is to be used to the injury of the United States, or to the
advantage of any foreign nation, goes upon, enters, flies over, or otherwise obtains information
concerning any vessel, aircraft, work of defense, navy yard, naval station, submarine base,
fueling station, fort, battery, torpedo station, dockyard, canal, railroad, arsenal, camp, factory,
mine, telegraph, telephone, wireless, or signal station, building, office, research laboratory or
station or other place connected with the national defense owned or constructed, or in progress of
construction by the United States or under the control of the United States, or of any of its
officers, departments, or agencies, or within the exclusive jurisdiction of the United States, or
any place in which any vessel, aircraft, arms, munitions, or other materials or instruments for use
in time of war are being made, prepared, repaired, stored, or are the subject of research or
development, under any contract or agreement with the United States, or any department or
agency thereof, or with any person on behalf of the United States, or otherwise on behalf of the
United States, or any prohibited place so designated by the President by proclamation in time of
war or in case of national emergency in which anything for the use of the Army, Navy, or Air
Force is being prepared or constructed or stored, information as to which prohibited place the
President has determined would be prejudicial to the national defense; or

(b) Whoever, for the purpose aforesaid, and with like intent or reason to believe, copies, takes,
makes, or obtains, or attempts to copy, take, make, or obtain, any sketch, photograph,
photographic negative, blueprint, plan, map, model, instrument, appliance, document, writing, or
note of anything connected with the national defense; or

(c) Whoever, for the purpose aforesaid, receives or obtains or agrees or attempts to receive or
obtain from any person, or from any source whatever, any document, writing, code book, signal
book, sketch, photograph, photographic negative, blueprint, plan, map, model, instrument,
appliance, or note, of anything connected with the national defense, knowing or having reason to
believe, at the time he receives or obtains, or agrees or attempts to receive or obtain it, that it has
been or will be obtained, taken, made, or disposed of by any person contrary to the provisions of
this chapter; or

(d) Whoever, lawfully having possession of, access to, control over, or being entrusted with any
document, writing, code book, signal book, sketch, photograph, photographic negative, blueprint,
plan, map, model, instrument, appliance, or note relating to the national defense, or information
relating to the national defense which information the possessor has reason to believe could be
used to the injury of the United States or to the advantage of any foreign nation, willfully
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communicates, delivers, transmits or causes to be communicated, delivered, or transmitted or
attempts to communicate, deliver, transmit or cause to be communicated, delivered or
transmitted the same to any person not entitled to receive it, or willfully retains the same and
fails to deliver it on demand to the officer or employee of the United States entitled to receive it;
or

(e) Whoever having unauthorized possession of, access to, or control over any document,
writing, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, map,
model, instrument, appliance, or note relating to the national defense, or information relating to
the national defense which information the possessor has reason to believe could be used to the
injury of the United States or to the advantage of any foreign nation, willfully communicates,
delivers, transmits or causes to be communicated, delivered, or transmitted, or attempts to
communicate, deliver, transmit or cause to be communicated, delivered, or transmitted the same
to any person not entitled to receive it, or willfully retains the same and fails to deliver it to the
officer or employee of the United States entitled to receive it; or

(F) Whoever, being entrusted with or having lawful possession or control of any document,
writing, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, map,
model, instrument, appliance, note, or information, relating to the national defense,
(1) through gross negligence permits the same to be removed from its proper place of
custody or delivered to anyone in violation of his trust, or to be lost, stolen, abstracted, or
destroyed, or
(2) having knowledge that the same has been illegally removed from its proper place of
custody or delivered to anyone in violation of its trust, or lost, or stolen, abstracted, or
destroyed, and fails to make prompt report of such loss, theft, abstraction, or destruction
to his superior officer—
Shall be fined under this title or imprisoned not more than ten years, or both.

(g) If two or more persons conspire to violate any of the foregoing provisions of this section, and
one or more of such persons do any act to effect the object of the conspiracy, each of the parties
to such conspiracy shall be subject to the punishment provided for the offense which is the object
of such conspiracy.

(h)
(1) Any person convicted of a violation of this section shall forfeit to the United States,
irrespective of any provision of State law, any property constituting, or derived from, any
proceeds the person obtained, directly or indirectly, from any foreign government, or any
faction or party or military or naval force within a foreign country, whether recognized or
unrecognized by the United States, as the result of such violation. For the purposes of this
subsection, the term “State” includes a State of the United States, the District of
Columbia, and any commonwealth, territory, or possession of the United States.
(2) The court, in imposing sentence on a defendant for a conviction of a violation of this
section, shall order that the defendant forfeit to the United States all property described in
paragraph (1) of this subsection.



(3) The provisions of subsections (b), (c), and (e) through (p) of section 413 of the
Comprehensive Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853 (b), (c),
and (e)—(p)) shall apply to—

(A) property subject to forfeiture under this subsection;

(B) any seizure or disposition of such property; and

(C) any administrative or judicial proceeding in relation to such property,

if not inconsistent with this subsection.
(4) Notwithstanding section 524 (c) of title 28, there shall be deposited in the Crime
Victims Fund in the Treasury all amounts from the forfeiture of property under this
subsection remaining after the payment of expenses for forfeiture and sale authorized by
law.

TITLE 18 > PART | > CHAPTER 37 > § 794. Gathering or delivering defense information
to aid foreign government

(a) Whoever, with intent or reason to believe that it is to be used to the injury of the United
States or to the advantage of a foreign nation, communicates, delivers, or transmits, or attempts
to communicate, deliver, or transmit, to any foreign government, or to any faction or party or
military or naval force within a foreign country, whether recognized or unrecognized by the
United States, or to any representative, officer, agent, employee, subject, or citizen thereof, either
directly or indirectly, any document, writing, code book, signal book, sketch, photograph,
photographic negative, blueprint, plan, map, model, note, instrument, appliance, or information
relating to the national defense, shall be punished by death or by imprisonment for any term of
years or for life, except that the sentence of death shall not be imposed unless the jury or, if there
is no jury, the court, further finds that the offense resulted in the identification by a foreign
power (as defined in section 101(a) of the Foreign Intelligence Surveillance Act of 1978) of an
individual acting as an agent of the United States and consequently in the death of that
individual, or directly concerned nuclear weaponry, military spacecraft or satellites, early
warning systems, or other means of defense or retaliation against large-scale attack; war plans;
communications intelligence or cryptographic information; or any other major weapons system
or major element of defense strategy.

(b) Whoever, in time of war, with intent that the same shall be communicated to the enemy,
collects, records, publishes, or communicates, or attempts to elicit any information with respect
to the movement, numbers, description, condition, or disposition of any of the Armed Forces,
ships, aircraft, or war materials of the United States, or with respect to the plans or conduct, or
supposed plans or conduct of any naval or military operations, or with respect to any works or
measures undertaken for or connected with, or intended for the fortification or defense of any
place, or any other information relating to the public defense, which might be useful to the
enemy, shall be punished by death or by imprisonment for any term of years or for life.

(c) If two or more persons conspire to violate this section, and one or more of such persons do
any act to effect the object of the conspiracy, each of the parties to such conspiracy shall be
subject to the punishment provided for the offense which is the object of such conspiracy.
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(d)

(1) Any person convicted of a violation of this section shall forfeit to the United States
irrespective of any provision of State law—
(A) any property constituting, or derived from, any proceeds the person obtained,
directly or indirectly, as the result of such violation, and
(B) any of the person’s property used, or intended to be used, in any manner or
part, to commit, or to facilitate the commission of, such violation.
For the purposes of this subsection, the term “State” includes a State of the United
States, the District of Columbia, and any commonwealth, territory, or possession
of the United States.
(2) The court, in imposing sentence on a defendant for a conviction of a violation of this
section, shall order that the defendant forfeit to the United States all property described in
paragraph (1) of this subsection.
(3) The provisions of subsections (b), (c) and (e) through (p) of section 413 of the
Comprehensive Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853 (b), (c),
and (e)—(p)) shall apply to—
(A) property subject to forfeiture under this subsection;
(B) any seizure or disposition of such property; and
(C) any administrative or judicial proceeding in relation to such property,
if not inconsistent with this subsection.
(4) Notwithstanding section 524 (c) of title 28, there shall be deposited in the Crime
Victims Fund in the Treasury all amounts from the forfeiture of property under this
subsection remaining after the payment of expenses for forfeiture and sale authorized by
law.

TITLE 18 > PART | > CHAPTER 37 > § 798. Disclosure of classified information

(a) Whoever knowingly and willfully communicates, furnishes, transmits, or otherwise makes
available to an unauthorized person, or publishes, or uses in any manner prejudicial to the safety
or interest of the United States or for the benefit of any foreign government to the detriment of
the United States any classified information—

(1) concerning the nature, preparation, or use of any code, cipher, or cryptographic
system of the United States or any foreign government; or

(2) concerning the design, construction, use, maintenance, or repair of any device,
apparatus, or appliance used or prepared or planned for use by the United States or any
foreign government for cryptographic or communication intelligence purposes; or

(3) concerning the communication intelligence activities of the United States or any
foreign government; or

(4) obtained by the processes of communication intelligence from the communications of
any foreign government, knowing the same to have been obtained by such processes—
Shall be fined under this title or imprisoned not more than ten years, or both.
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(b) As used in subsection (a) of this section—

The term “classified information” means information which, at the time of a violation of this
section, is, for reasons of national security, specifically designated by a United States
Government Agency for limited or restricted dissemination or distribution;

The terms “code,” “cipher,” and “cryptographic system” include in their meanings, in addition to
their usual meanings, any method of secret writing and any mechanical or electrical device or
method used for the purpose of disguising or concealing the contents, significance, or meanings
of communications;

The term “foreign government” includes in its meaning any person or persons acting or
purporting to act for or on behalf of any faction, party, department, agency, bureau, or military
force of or within a foreign country, or for or on behalf of any government or any person or
persons purporting to act as a government within a foreign country, whether or not such
government is recognized by the United States;

The term “communication intelligence” means all procedures and methods used in the
interception of communications and the obtaining of information from such communications by
other than the intended recipients;

The term “unauthorized person” means any person who, or agency which, is not authorized to
receive information of the categories set forth in subsection (a) of this section, by the President,
or by the head of a department or agency of the United States Government which is expressly
designated by the President to engage in communication intelligence activities for the United
States.

(c) Nothing in this section shall prohibit the furnishing, upon lawful demand, of information to
any regularly constituted committee of the Senate or House of Representatives of the United
States of America, or joint committee thereof.

(d)
(1) Any person convicted of a violation of this section shall forfeit to the United States
irrespective of any provision of State law—
(A) any property constituting, or derived from, any proceeds the person obtained,
directly or indirectly, as the result of such violation; and
(B) any of the person’s property used, or intended to be used, in any manner or
part, to commit, or to facilitate the commission of, such violation.
(2) The court, in imposing sentence on a defendant for a conviction of a violation of this
section, shall order that the defendant forfeit to the United States all property described in
paragraph (1).
(3) Except as provided in paragraph (4), the provisions of subsections (b), (c), and (e)
through (p) of section 413 of the Comprehensive Drug Abuse Prevention and Control Act
of 1970 (21 U.S.C. 853 (b), (c), and (e)—(p)), shall apply to—
(A) property subject to forfeiture under this subsection;
(B) any seizure or disposition of such property; and
(C) any administrative or judicial proceeding in relation to such property,
if not inconsistent with this subsection.
(4) Notwithstanding section 524 (c) of title 28, there shall be deposited in the Crime
Victims Fund established under section 1402 of the Victims of Crime Act of 1984 (42
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U.S.C. 10601) all amounts from the forfeiture of property under this subsection
remaining after the payment of expenses for forfeiture and sale authorized by law.

(5) As used in this subsection, the term “State” means any State of the United States, the
District of Columbia, the Commonwealth of Puerto Rico, and any territory or possession
of the United States.

TITLE 18 > PART | > CHAPTER 45 > § 952. Diplomatic codes and correspondence

Whoever, by virtue of his employment by the United States, obtains from another or has or has
had custody of or access to, any official diplomatic code or any matter prepared in any such
code, or which purports to have been prepared in any such code, and without authorization or
competent authority, willfully publishes or furnishes to another any such code or matter, or any
matter which was obtained while in the process of transmission between any foreign government
and its diplomatic mission in the United States, shall be fined under this title or imprisoned not
more than ten years, or both.

TITLE 18 > PART | > CHAPTER 93 > § 1924, Unauthorized removal and retention of
classified documents or material

(a) Whoever, being an officer, employee, contractor, or consultant of the United States, and, by
virtue of his office, employment, position, or contract, becomes possessed of documents or
materials containing classified information of the United States, knowingly removes such
documents or materials without authority and with the intent to retain such documents or
materials at an unauthorized location shall be fined under this title or imprisoned for not more
than one year, or both.

(b) For purposes of this section, the provision of documents and materials to the Congress shall
not constitute an offense under subsection (a).

(c) In this section, the term “classified information of the United States” means information
originated, owned, or possessed by the United States Government concerning the national
defense or foreign relations of the United States that has been determined pursuant to law or
Executive order to require protection against unauthorized disclosure in the interests of national
security.

TITLE 50 > CHAPTER 23 > SUBCHAPTER | > § 783(b). Offenses — Receipt of, or
attempt to receive, by foreign agent or member of Communist organization, classified
information

(b) Receipt of, or attempt to receive, by foreign agent or member of Communist
organization, classified information

It shall be unlawful for any agent or representative of any foreign government knowingly to
obtain or receive, or attempt to obtain or receive, directly or indirectly, from any officer or
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employee of the United States or of any department or agency thereof or of any corporation the
stock of which is owned in whole or in major part by the United States or any department or
agency thereof, any information of a kind which shall have been classified by the President (or
by the head of any such department, agency, or corporation with the approval of the President) as
affecting the security of the United States, unless special authorization for such communication
shall first have been obtained from the head of the department, agency, or corporation having
custody of or control over such information.

TITLE 50 > CHAPTER 23 > SUBCHAPTER | > § 797. Penalty for violation of security
regulations and orders

(a) Misdemeanor violation of defense property security regulations

(1) Misdemeanor

Whoever willfully violates any defense property security regulation shall be fined under

title 18 or imprisoned not more than one year, or both.

(2) Defense property security regulation described

For purposes of paragraph (1), a defense property security regulation is a property

security regulation that, pursuant to lawful authority—
(A) shall be or has been promulgated or approved by the Secretary of Defense (or
by a military commander designated by the Secretary of Defense or by a military
officer, or a civilian officer or employee of the Department of Defense, holding a
senior Department of Defense director position designated by the Secretary of
Defense) for the protection or security of Department of Defense property; or
(B) shall be or has been promulgated or approved by the Administrator of the
National Aeronautics and Space Administration for the protection or security of
NASA property.

(3) Property security regulation described

For purposes of paragraph (2), a property security regulation, with respect to any

property, is a regulation—
(A) relating to fire hazards, fire protection, lighting, machinery, guard service,
disrepair, disuse, or other unsatisfactory conditions on such property, or the
ingress thereto or egress or removal of persons therefrom; or
(B) otherwise providing for safeguarding such property against destruction, loss,
or injury by accident or by enemy action, sabotage, or other subversive actions.

(4) Definitions

In this subsection:
(A) Department of Defense property
The term “Department of Defense property” means covered property subject to
the jurisdiction, administration, or in the custody of the Department of Defense,
any Department or agency of which that Department consists, or any officer or
employee of that Department or agency.
(B) NASA property
The term “NASA property” means covered property subject to the jurisdiction,
administration, or in the custody of the National Aeronautics and Space
Administration or any officer or employee thereof.



(C) Covered property

The term “covered property” means aircraft, airports, airport facilities, vessels,
harbors, ports, piers, water-front facilities, bases, forts, posts, laboratories,
stations, vehicles, equipment, explosives, or other property or places.

(D) Regulation as including order

The term “regulation” includes an order.

(b) Posting
Any regulation or order covered by subsection (a) of this section shall be posted in conspicuous

and appropriate places.





